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Executive Summary

Quantum cryptography provides an ensemble of protocols, such as quantum key distribution [1-3],
guantum random number generation [4], closed group digital signatures [5], long-term secure data
storage [6] and multi-party secure computation [7], which are robust against future algorithmic and
computational advances, including the emergence of quantum computers. This is because its security is
information-theoretic, i.e., it can be proven based only on models of the local devices operated by
legitimate users and does not require any assumptions on the resources available to an adversary [8-12].

Information-theoretic security will be important for data confidentiality in the future when we expect
more powerful computers and new algorithms to be at the fingertips of our digital foes. Of particular
concern is the advent of quantum computers that can be used to launch efficient attacks on conventional
techniques, such as the widely-used forms of public key cryptography.

Well before more powerful conventional and quantum computers become available, quantum
cryptography will be important to protect against a generic vulnerability inherent to current cryptographic
techniques based on computational complexity: encrypted data can be stored today and decrypted in the
future, when suitable technology becomes available. This leads to the possibility of retrospectively
breaking encryption keys established with computational techniques, such as the Diffie-Hellman key
exchange algorithm. This becomes a serious threat if data confidentiality must be maintained for several
years, especially as it is now feasible to store large volumes of information.

Although the quantum cryptographic protocols are information-theoretic secure, real systems may still
possess side channels, i.e. security vulnerabilities, if their implementation deviates significantly from the
idealised models used in the security analysis [12-15]. This is a common threat to any cryptosystem,
irrespective of whether it is based on quantum theory [16-23] or computational complexity [24-28]. For
example, timing attacks can threaten implementations of both quantum [16] and non-quantum [24]
systems. Therefore, the security analysis of a cryptosystem’s implementation, for simplicity called
“implementation security”, is a natural and important development in the evolution of all cryptographic
technologies, including quantum cryptography.

Since the security of quantum cryptography depends only on the legitimate users’ local equipment, the
fundamental task in quantum cryptography implementation security is to estimate how much information
such equipment leaks to a potential adversary. When this information leakage can be bounded below a
certain value, security can be restored [29, 30] using a technique called privacy amplification [31, 32, 33].
This compresses a partially secret bit sequence into a highly secure key, with the amount of compression
depending upon the estimated information leakage. Thus, by adequately characterising a real system, it is
possible to restore the security promise of the theoretical protocol against technology available at the
time that secret key is being created. It is a specific feature of quantum cryptography that this security
statement does not change with future technological advances.

Privacy amplification is not the only resource available to enforce the implementation security of
guantum cryptography. Modifications to hardware and protocols can dramatically reduce the information
leakage and the potential occurrence of side-channels and active attacks [34-38]. Moreover, quantum
correlations can be used to test the hardware of a real system [39-40]. Such tests can be quite demanding
to implement but have the advantage of immunity against a large class of implementation issues.

Implementation Security of Quantum Cryptography 7
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The importance of analysing the implementation security of quantum cryptography is widely recognised
and is a very active area of research. National metrology institutes, government organisations, universities
and private companies fully acknowledge the importance of this subject and are supporting its effective
development. ETSI has established an Industry Specification Group (ISG) to coordinate these efforts and
to set forward-looking standards in quantum cryptography implementation security [41]. These will guide

security evaluation by qualified third parties, as part of a security certification of quantum cryptographic
products.

Implementation Security of Quantum Cryptography 8
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Scope and Purpose

The main purpose of this White Paper is to summarise for a general audience the current status of
guantum cryptography implementation security and to outline the current understanding of the best
practice related to it. We will illustrate the discussion with Quantum Key Distribution (QKD), although
many of the arguments also apply to the other quantum cryptographic primitives. It is beyond the scope
of this paper to analyse the security of all QKD protocols. To maintain readability, we will outline how the
physical implementation may impact security but will not provide a detailed theoretical analysis. For the
latter, we refer the reader to the references cited in the paper.

The information-theoretic security of a QKD system can be established based on an idealised model of
that system. Therefore, the only way to attack a QKD system is to challenge the sole trust assumption that
is made in QKD, namely that the system faithfully implements the underlying protocols and does not
unintentionally leak information about the key to the attacker. All of the attacks against QKD reported so
far, including those reported in the news as “quantum hacking” (see e.g. [42-44]), exploit (actively or
passively) real system imperfections, i.e., deviations of the implementation from an idealised model, to
break the trust assumption mentioned above. This White Paper summarises the work that has been
conducted recently and which may be unfamiliar to readers outside this field, to enable the development
of QKD systems with high implementation security assurance.

We shall consider the typical cryptographic scenario, where two distant parties use their QKD systems to
obtain a string of bits R, the raw key, through an insecure communication channel. An eavesdropper, Eve,
attempts to gain information about R by measuring the quantum signals travelling along the channel. This
inevitably adds noise to the transmission due to the quantum properties of the signals. By measuring the
noise, the QKD system can estimate the maximum amount of information gained by Eve on R. Privacy
amplification (PA) can then be used to compress the string R into a new string S, the secret (final) key, on
which Eve has no information. A convenient way to perform PA is by applying a two-universal hash
function f, chosen by conventional communication, to R. The final length of S depends through f on the
estimated leaked information.

A typical quantum hacking strategy exploits a deviation of the implementation from the idealised model
to access information about the secure key. It is intuitively obvious that the larger the gap between the
implementation and the idealised model, the greater the amount of leaked information. It is less intuitive
that the impact is a shorter, but equally secure, final key. In QKD, the security level is a prerequisite of the
system, fixed beforehand by the users. However, the length of the final key S depends upon the amount
of potentially leaked information, which determines the PA compression ratio. This means that, provided
it can be accurately characterised, an implementation deviation can reduce the amount of key material,
but leaves the overall security of a QKD system unchanged. Of course, if the deviation exceeds a certain
threshold, it may no longer be possible to generate a secure key. We note that although PA can limit
information loss, it cannot prevent a denial of service (DoS) attack. Indeed, just as for any point-to-point
communication system, a DoS attack can always be made by “cutting” the communication channel. Asin
a conventional communication system, DoS attacks can be prevented by introducing alternatives channels
(e.g., in a quantum network) to route the key material.

Implementation Security of Quantum Cryptography 9
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Overview

Theoretical security

Sending messages that can be kept secret from adversaries has always been important for human society
and many ingenious methods have been devised over the centuries. Up until the first half of the 20™"
century, cryptography has been more art than science, relying on intuition rather than provable
arguments. This changed when Claude Shannon introduced the concept of perfect secrecy, or
“information theoretic secrecy” and proved that this property applies for the “one-time-pad” cipher [45].
For the one-time pad cipher the key ought to be random, have as many bits as the message and be used
only once. For perfectly secret communication the problem is thus shifted to the distribution of the key
used to encrypt and decrypt messages. We should note that communication using the one-time pad,
although secret, is not guaranteed to be authentic and authenticity has to be ensured by other means.

Although the one-time-pad has been used in espionage, the manual distribution of long keys has proven
to be extremely cumbersome and dangerous should key material be used more than once. For this
reason, encryption has more practically resorted to “block ciphers” that require only a short secret key,
for example of 256 bits for the widely used AES algorithm. If implemented correctly, block ciphers can be
practically unbreakable through a brute force attack, due to the very large number of possible key
combinations (e.g. >1077 for a 256-bit key!). Thus, breaking the cypher through a systematic search of the
key space is regarded as virtually impossible for the foreseeable future. Although block ciphers have
practical advantages over the one-time pad, they still require the distribution of a secret key, albeit a
much shorter one.

A solution to the key distribution problem arrived with Diffie and Hellman’s (DH) 1976 paper [46], which
heralded the era of public-key cryptography. There a method is presented on how to distribute keys
between authenticated remote parties without using trusted couriers. The central idea is the “one-way
function with a trapdoor” [46], i.e., functions that the legitimate users can easily calculate, but which are
extremely difficult for Eve to invert. This idea is also exploited in the RSA algorithm [47], where the users
are assigned the task of multiplying two large prime numbers (easy), whereas Eve has to factorise the
result of the multiplication (difficult).

In public-key cryptography there are two strings, a “public key” that should be open but uniquely bound
to the identity of a legitimate party and another “private key” that should be secret, i.e. known only to
the legitimate party. The two “keys” (strings) are mathematically related. Anyone can use the public key,
for example to encrypt a message, but only the person owning the private key can employ it, in this case,
to decrypt the message.

Public key cryptography is currently a cornerstone of internet security, where it provides functionalities
such as key distribution (for subsequent encryption of data using block ciphers), public-key encryption
and public-key verifiable digital signatures. Public-key cryptography is however facing challenges, as its
security relies on assumption about Eve’s computing power and cryptanalytic capability, assumptions that
may not hold in the future and thus do not guarantee long-term security. Although one-way-ness does
not necessarily assume lack of limitless computing, the existence of such one-way functions is still open
conjecture, and the algorithms employed in public key cryptography can be inverted with a sufficiently
powerful computer. This differs from “information-theoretic security”, which is independent of all future
algorithmic advances or the availability of unlimited computational power.

Implementation Security of Quantum Cryptography 10
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Along these lines present-day public-key cryptography is believed to offer security against an
eavesdropper equipped with a powerful conventional computer. However, the length of the keys must be
continuously increased to keep up with advancing technology, leading to inefficiency in the execution of
the algorithms. For example, RSA encryption and decryption times scale with the n? and n® of the string
(key) length n, respectively (see, e.g., [48]), entailing a much longer execution time whenever the key
length is even slightly increased.

The discovery of quantum algorithms speeding up the solution of complex problems [49, 50] has
prompted recent work to redefine the security assumptions of public key cryptography. Shor’s algorithm
[49], in particular, can factorise integers and compute discrete logarithms (the mathematical problem on
which the DH algorithm is based) in polynomial time, thus threatening the main security advantage of
traditional public-key cryptography.

To react to these developments, there is ongoing research on new methods that are more resistant to
attacks by a quantum computer [51, 52]. The target for these quantum-computer resistant (or “post-
guantum (computer)” as they are often known) ciphers is often resilience to Shor’s algorithm [53]. (We
note in passing that block ciphers are Shor resilient in contrast to DH and RSA.) However, proving security
against any possible attack utilising quantum computers, even unknown ones, is non-feasible and
regarded to be beyond the scope of these new methods. Furthermore, as large-scale quantum computers
do not exist yet, it is difficult to test the resilience of the new public key algorithms. As an alternative to
public key cryptography, it has also been suggested that signature schemes could be constructed using
block ciphers and hash functions [54].

QKD is an alternative approach to cryptographic key establishment, first suggested by Wiesner [55],
Bennett and Brassard [1] and Ekert [2]. It relies on sending and detecting quantum (light) signals, as well
as conventional data about the measurements and settings, to distil a secure key. The conventional
communications channel must be authentic, something that can be achieved using an information-
theoretical protocol such as 2-universal hashing.

The novel and unique feature of QKD is that the protocol security can be guaranteed without setting any
assumptions on Eve’s resources, including her computational power. Indeed, an eavesdropper can be
assumed to use unlimited computational power, unlimited storage memory and any conceivable device.
Despite these assumptions the transmission of the cryptographic keys through an open channel, even one
that is entirely under Eve’s control, can be guaranteed perfectly secure.

The security proofs for QKD allow a failure probability to be defined for each individual key [56-59]. This
arises in part because the number of quantum signals used to form each key is necessarily finite and their
measurement will thus have errors associated with random statistical fluctuations. A “failure” in QKD
means any leakage of the final key, even only a partial one, to the eavesdropper [59]. The failure
probability provides a convenient parameter to quantify the security of a QKD protocol. It can be made
arbitrarily small, although this will also reduce the secure key rate. Current QKD systems implementing
one of the variants of the BB84 protocol can provide keys with failure probabilities smaller than 101° [60-
62]. For typically used key sizes this would amount to a single failure in 30,000 years.

We note that quantum cryptography does not replicate all the functionalities of public key cryptography.
In particular, although there is ongoing research on quantum digital signature schemes, they are not yet
as efficient or flexible as public key schemes. It is very likely therefore that QKD, quantum random

Implementation Security of Quantum Cryptography 11
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number generation and other quantum-based primitives, will be used in conjunction with quantum
resistant algorithms in future quantum-safe infrastructures.

The security of many QKD protocols have been proven to be universally composable [63], which means
that QKD keys can be used in conjunction with other cryptographic techniques [56, 58]. Used in
combination with the one-time pad cipher and information-theoretically secure authentication, the
resulting data communication protocol satisfies Shannon’s definition of perfect secrecy and the security
of the communications is unbreakable from a theoretical point of view. Note that, although QKD used
together with block ciphers is no longer information theoretically secure, it is resilient to attack by a
guantum computer.

Another important consequence of QKD security, is the fact that it is “everlasting”, in the sense that keys,
established via QKD, cannot be broken retrospectively. In contrast this vulnerability is generic when one
uses computational techniques. Interestingly, everlasting security of QKD holds even when the initial
authentication relies on computational techniques [7, 64] so long as the authentication is not
compromised during the key transfer itself. This offers a practical solution for the initial authentication of
QKD devices in large-scale networks.

Implementation security

Given that the theoretical security of a cryptographic protocol is known, we consider how it can be
transferred into a real cryptosystem. This question defines the “implementation security” of a protocol,
which markedly depends on the assumptions made about the QKD devices. Such devices are often
assumed to be “flawless” (i.e., to behave exactly as described in the model used to prove QKD security),
but in practice they display imperfections, i.e. deviations from the idealised model, which might weaken
security. Assessing the magnitude of the deviations between the system and the ideal and reducing them
sufficiently is the main goal of implementation security.

The analysis of a system’s implementation security is usually far from trivial, as it depends on the physical
components employed to build it. Such components have to be characterised and then included in a
physical model. The model has to be refined until it captures all the relevant features of a real system and
has to tolerate deviations in each different system. The good news, however, is that although non-trivial,
the implementation security problem is well-founded. In a cryptographic scenario, it is crucial to allot the
security assumptions unevenly between eavesdropper and users, so that most of them fall onto the users
and only the smallest part onto the eavesdropper. The reason is that the assumptions on an adversary
cannot be verified whereas those on the QKD system hardware can, at least in principle. For QKD, in
particular, there is no assumption on Eve’s resources. Therefore, if we could guarantee the “correct” (i.e.,
model-consistent) behaviour of the QKD devices, we would immediately gain the highest level of security
for the system.

Before moving on to discuss the implementation security of QKD systems, we notice that computational
cryptographic systems are not immune to attacks based on imperfect implementation [24-28]. One
example is described in [27]. Here, a timing attack was performed from a machine in a campus network
against a web server via three routers located in the same network running an OpenSSL implementation
of the RSA algorithm. Dummy queries were sent to the server and the response time from the server was
recorded and analysed. This way, the attacker managed to reconstruct bit after bit the private key stored
on the server.

Implementation Security of Quantum Cryptography 12
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Irrespective of the quantum or non-quantum nature of the cryptosystem, Eve can often gain more
information by probing a non-ideal part of the physical implementation than attacking the cryptographic
algorithm.

The implementation security of a QKD system depends on the specific setup considered, its components
and their physical description. A brute-force approach would then be to develop an ad-hoc treatment for
each and every part of a system until all parts have been scrutinised. Fortunately, there have been recent
advances [29, 11] allowing information leaks common to different QKD systems to be identified,
irrespective of their specific implementation. A prominent example is the decoy-state technique to
overcome photon number splitting attacks [35-37], which is now a standard tool in most QKD systems.

If the information leak resulting from an attack based on a model-deviation can be accurately estimated
and if it is not too large, PA may be used to suppress any residual information available to Eve after such
an attack. The process is conceptually simple. The information leakage is identified and quantified by a
careful characterisation of the QKD apparatus. Then, PA is performed to exclude from the key any
potentially leaked information. As long as the leaked information is below a given threshold, QKD will still
provide a positive key rate. The amount of PA necessary is calculated using the limiting theorems of
guantum mechanics (see, e.g., [65, 66]). For larger deviations, it may be advantageous to introduce an
appropriate countermeasure to detect an attack or reduce the amount of information that it can leak, to
a level that can be mitigated by PA.

Incidentally we note here that PA is essentially a software routine with a parameter describing how much
the key has to be compressed. This parameter can be updated securely at distance by a manufacturer.
Therefore, if a QKD setup’s implementation security analysis changes because a new vulnerability is
discovered, we may expect that the customer will usually not need to return the QKD system to the
vendor, contrary to what is suggested in [67]. An exception will be if the information leakage is too large
to be compensated by PA, in which case a physical countermeasure may be required to reduce the
information leaked to an adversary.

Implementation Security of Quantum Cryptography 13
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Specific examples

In the following, we will go through the main implementation security aspects affecting various QKD
systems. In most cases, we will implicitly refer predominantly to the BB84 [1] protocol, which is the most
widely implemented and tested QKD protocol. However, other protocols share the same rationale in
tackling implementation issues and some of these are addressed.

In Table 1, we report a representative sample of the main attacks against a QKD setup as well as the
countermeasures to avert them. In the following we will give a more detailed description of each item. It
should be noted that many of these attacks are conceptually similar and often addressed by the same

countermeasure.

Table 1 - List of attacks against a typical QKD system and respective countermeasures. The acronyms in
the table are listed at the end of the paper.

SECURITY ISSUE

Trojan-horse attack

Multi-photon
emission

Imperfect encoding
Phase correlation

between signal pulses
Bright-light attack

Efficiency mismatch
and time-shift attack

Back-flash attack

Manipulation of Local
Oscillator reference

Side channels

DESCRIPTION

Eve probes the QKD equipment with light to
gain information about the device settings
When more than one photon is emitted in a
pulse, information is redundantly encoded
on multiple photons

Initial states do not conform to the protocol
Non-phase-randomised pulses leak more
info to Eve, decoy states fail

Eve manipulates the photon detectors by
sending bright-light to them

Eve can control, at least partially, which
detector is to click, gaining information on
the encoded bit

Eve can learn which detector clicked and
hence knows the bit

In continuous variable QKD (CV-QKD), the
local oscillator (LO) can be tampered with by
Eve if it is sent on a communications channel

COUNTERMEASURES

privacy amplification (PA),
isolators, filters

PA, characterisation,
decoy states, SARG04 and
other protocols

PA, characterisation
phase randomisation, PA

active monitoring,
measurement device
independent QKD (MDI-QKD)
MDI-QKD, detector
symmetrisation

isolators, MDI-QKD, detector
symmetrisation

Generate LO at the receiver.
Phase reloading, i.e. only
synchronise the phase of LO

As a start, let us consider the so-called “side-channels”, which are present both in quantum and non-
guantum cryptography. A naive example of a side-channel is a group of soldiers using encrypted smoke

signals to communicate their supposedly secret position to their allies. Clearly their enemies have an easy
life in finding out the secret information here, because they just need to look at the physical origin of the
smoke to know the position of the soldiers, without even thinking about decrypting the code in the smoke
signals. In this case, it is not the encryption method that fails, but rather its physical implementation,
which clearly contains a side-channel leaking sensitive information.

Implementation Security of Quantum Cryptography 14
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In modern cryptography, side-channels represent “any attack based on information gained from the
physical implementation of a cryptosystem, rather than brute force or theoretical weaknesses in the
algorithm or protocol” [68]. For example, the timing of the signals exchanged between sender and
receiver and the power consumption of the CPU performing encryption and decryption are common side
channels [24-28], where Eve gains information from the information leakage, not from decoding the
encryption algorithm.

In QKD, side-channels have a similar meaning, representing the encoding of redundant information that
differ from the intended encoding. This might involve correlations in degrees of freedom that are
different from the intended ones. This can occur due to an unintentional flaw in the implementation or be
triggered by the eavesdropper.

It might happen, for instance, that the sending unit unintentionally emits light over multiple frequencies.
If information were redundantly encoded in the additional frequencies Eve could capture this without
disturbing the intended encoding and leaving a trace through increased error. A simple way to avoid this
problem is to filter the emission spectrum of the source, characterise its spectral components and remove
any residual leaked information from the key using PA.

Trojan-horse attack

In some cases, Eve can actively attack a QKD system. For example, she can inject light into the sending
module to probe and retrieve information about the encoding devices, thus realizing a quantum version
of the “Trojan-horse attack” [69, 70]. Light injected by Eve passes through the same devices encoding
information on the quantum signals and some of this light is then reflected back to Eve due to the non-
zero reflectivity of the electro-optic components. Viewed naively this may seem a difficult problem to
overcome, as it is impossible to perfectly shield a real physical system from Eve’s probing light, or to stop
it from emitting undesired radiation correlated with the information encoded by the QKD system. This has
brought researchers to question the very physical foundation of QKD [71] and to suggest that a “black-
hole lab” would be necessary to guarantee the necessary isolation of the QKD modules [72].

Fortunately, PA is a far simpler method to overcome inevitable deviations from the idealised model. With
PA, it suffices to first minimise the leakage (e.g., using isolators) and then upper bound the small
remaining information leakage and remove it from the final key using, e.g., 2-universal hashing, to restore
security. The information leak can be upper bounded using physical mechanisms, such as the 1ISO-defined
laser-induced damage threshold of an optical fibre [38].

Multi-photon emission

Another type of implementation issue is related to a QKD system’s light source. Ideally a QKD system
would use a true single photon source, which never generates more than one photon in each output
pulse. However, as these are not yet available commercially, an attenuated laser diode is often used
instead. The pulses from an attenuated laser can of course contain more than one photon. For these, the
same information is redundantly encoded on all the photons in the pulse, thus creating the conditions for
Eve to attack the system through a photon-number-splitting attack [15]. Eve can block all the pulses
emitted by the QKD system containing less than two photons. From all the others, Eve can subtract one
photon and keep it for herself, while forwarding the remaining photons to the QKD receiver. During the
public discussion, Eve will learn the encoding basis and will then be able to reliably measure the photons
she captured. This way, Eve gains full information whereas the QKD receiver interprets the undetected
photons as a normal loss due to the communication channel, leaving Eve undetected.
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This problem was identified very early and solutions proposed [29, 73, 74]. The main countermeasure is
similar to the previous case. By properly characterizing and modelling the light source, we can estimate
the rate of multi-photon pulses emitted and therefore the information leakage. However, the leaked
information can be removed from the key by executing PA. In a sense, therefore multi-photon emission is
no longer an issue in QKD implementation security, as we can do a complete security analysis with the
correct PA setting just by modelling the signal sources as weak coherent light pulses. The resulting key,
after the PA discussed above, is information-theoretically secure.

Although this solution works fine, it usually entails a severe PA compression, thus reducing the key rate
and also the transmission distance of QKD. A drastic improvement of the performance can be obtained by
modifying the BB84 protocol to include weaker intensity “decoy states” [35-37]. By varying the intensity
of the weak light pulses in a predetermined, random sequence, the system can detect the actual
occurrence of a photon-number-splitting attack on the quantum channel and precisely estimate the
information loss. This usually allows a high secure key rate to be maintained.

Another solution is the so-called “SARG04 protocol” [75]. This is a variant of the BB84 protocol [1] that
improves its performance and its tolerance to multi-photon emission by a simple modification of the
software-based post-processing routine.

Imperfect encoding

Every QKD protocol has to specify how to prepare the quantum states to be transmitted over the insecure
public channel. This is to a certain extent analogous to the initial selection of good prime numbers in the
RSA algorithm, where a weak choice can compromise the overall security.

In QKD, the prepared states can deviate from those specified by the protocol due to imperfections of the
physical equipment. This suggests that it should have only a small impact on security. However, if
standard security proofs are applied [15, 55], the result is not robust against the typical losses of a
communication channel, leading to a higher-than expected reduction in the key rate.

This impairment was resolved by recently developed security proofs [76, 77], available not only for
asymptotically infinite key blocks but also in the finite-size scenario [78]. Such proofs can be applied to
the measured deviation from the ideal model to restore the security of a QKD system and obtain nearly
the same key generation rate as with a flawless encoding.

Phase correlation between signal pulses

As already discussed regarding multi-photon emission, it is quite common in QKD to replace the ideal
single-photon light source with an attenuated laser. One of the consequences of this replacement is that
the electromagnetic phase of each emitted light pulse may be partially related to the phase of the other
pulses due to the laser coherence.

In principle, this is not a security problem and indeed some protocols [72, 73] even make use of this
coherence to distil a secure key, as this can be accounted for in the corresponding security proofs. Even
the commonly used BB84 protocol can be run with signals that are not phase randomised [79]. However,
this has been shown to severely limit its performance and setting a random phase between adjacent
pulses provides better results [79, 80]. Moreover, when decoy states are used in combination with the
BB84 protocol, the pulses’ random phase is a fundamental assumption that has to be fulfilled in the
practical implementation [35-37].
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Guaranteeing a random phase in a real QKD setup can be achieved in a few different ways. If the pulses
are carved from a continuous-wave (CW) laser beam using an intensity modulator, an additional phase
modulator can be used to apply a random phase value. Imparting phases distributed over all the possible
arbitrary values is not very practical to implement. Recently, however, a protocol was proposed using a
discrete number of phase values between 0 and 2m. If the total number of discrete values is of order 8 or
16, the approximation to the ideal case is excellent and the resulting key rates do not suffer a significant
reduction [81].

The most common, and simple, approach involves using a gain switched laser diode to generate the
pulses [82]. As the cavity of the laser diode is devoid of light between pulses, each light pulse is initiated
by a random spontaneous emission event and thus has a random phase. Recently this was shown to result
in minimal phase correlation between pulses for a 1GHz repetition rate and indeed can even be used to
generate random numbers at high rates [83, 84].

Bright-light attack

A crucial part of most QKD systems are the single-photon detectors, used in the QKD receiver to detect
the weak optical signals sent by the transmitter through the communication channel. The most common
single-photon detectors are avalanche photodiodes (APDs) operated in Geiger mode. The APD is reverse-
biased above the breakdown voltage so that a single photon can trigger a self-sustained avalanche easily
detectable by a sudden increase in the output current. However, any detector necessarily spends part of
its time below the breakdown voltage, because at some point the detection avalanche has to be
guenched to reset the detector to the initial conditions. When this happens, the detector enters the linear
mode, where it is not sensitive to single-photon light anymore.

It has been shown that the linear regime can be exploited by Eve to control the output of the detectors
and determine, unnoticed, bits of the final key [18-20]. In some cases, Eve can even push a single-photon
detector into the linear mode by sending bright-light into the receiver module, to then exploit her
controlling abilities and steal key bits.

This group of attacks needs to be carefully analysed and efforts must be made to distinguish between
incorrect operation of a detector and genuine loopholes. For example, it has been shown that bright
illumination from a continuous-wave (CW) laser in the 1fW — 10mW range is easily detected when gated
APDs are operated in a specific mode [85]. Alternatively, the QKD system could monitor in real time the
APD parameters like its photocurrent, the bias voltage, the temperature, the after-pulsing rate or its
guantum efficiency [18, 85-87]. These countermeasures greatly reduce the information Eve can gain
about the key and current work is ongoing to precisely quantify their impact on the secure key rate.
Finally, it is worth mentioning that measurement-device-independent (MDI)-QKD [39, 40], described
below, makes this and all the other attacks directed at single-photon detectors irrelevant.

Efficiency mismatch and time-shift attacks

A typical QKD setup includes two detectors, each of which is associated with a different value of the key
bit, either 0 or 1. Clearly, if Eve can learn which of the detectors has responded to the input light, she can
learn the key bit. Therefore, it is necessary to make the two detectors indistinguishable from Eve’s point
of view. This is challenging because two complex objects like photodetectors are unlikely to be identical.
In general, whenever the response curves of the detectors are different, Eve has room to attack the QKD
setup. More specifically, if the wavelength dependence of the detector efficiencies differ, Eve can attempt
the so-called “efficiency-mismatch” attack [88], whereas if the time responses are different, Eve can run
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the “time-shift” attack [89]. Recently another attack to actively induce a detector mismatch has been
described [90].

This kind of attack can be avoided using a combination of PA and characterisation of the differences in the
parameters of the two detectors. The security proof in [34] takes into account the difference between the
response curves of the detectors and removes the extra information leaked to Eve through PA. This attack
may also be negated by symmetrisation of the detectors with respect to a particular single photon signal
state. By randomly switching the bit assignment between the two detectors, the two detectors are
rendered virtually identical, thus preventing Eve from assigning bit values to the information she
retrieves.

Back-flash attack

A passive way allowing Eve to learn the bit values associated with detection events is the so-called back-
flash attack. The secondary photons emitted by an APD during the avalanche of charge carriers due to a
detection event can travel from the detectors back to Eve through the communication channel to the
transmitter [91]. This effect has been shown to occur also in gated InGaAs/InP detectors routinely
employed in QKD systems operating at telecom wavelengths [92].

Proper design and testing of QKD systems should be implemented in order to avoid the back-flash attack.
Solutions are low-loss passive optical devices such as isolators, circulators or spectral filters to bound the
probability of a back-flash photon leaking out of the QKD system to a low level to enable the use of PA to
recover security. Furthermore, the use of a short gate is expected to considerably reduce the intensity of
the emitted light in fast-gated detectors [93, 94].

It should be pointed out that the detector symmetrisation technique mentioned in the preceding section
can prove effective also against the back-flash attack, provided that the bit label of the light retrieved by

Eve is not leaked by the QKD receiver module. Finally, the users could resort to MDI-QKD, discussed later,
to remove this attack as well as all other attacks targeting the detectors.

Manipulation of local oscillator reference

In QKD systems that require the transmission of an intense phase reference, such as continuous variable
QKD, Eve can manipulate the amplitude, shape and wavelength of the reference as well as the signal
pulse. By doing so, Eve can control homodyne or heterodyne detectors in the receiver, to bias the noise
estimation and hide her presence in the noise. In some attacks [95, 96], Eve changes the amplitude of the
local oscillator (LO) while in others [97] the LO pulse shape is modified, to control the clock signals.

Real time monitoring of the LO [97] has been proposed as a feasible countermeasure. Alternatives are
phase reloading, where the transmitted reference pulse only synchronises the phase of a local oscillator
[98], as well as other techniques for local regeneration of the LO at the receiver [99, 100], thus removing
the need for sharing the LO and preventing all attacks related to a malicious LO manipulation.

Other attacks

Recently it was proposed to use very bright laser light to damage components within the QKD system
[101, 102]. These can be considered second-generation quantum attacks, as they target the
countermeasures used to prevent more basic implementation bugs. The merit of these new attacks is to
bring attention to parts and procedures that should be failsafe. However, they do not appear to be
intrinsically more threatening than the issues discussed in this paper.
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Clearly, in order to guarantee the full security of a given QKD setup, all the implementation issues of that
setup should be tackled simultaneously rather than individually. In some cases, the countermeasure is
broad enough to encompass more than one issue. In other cases, a promising approach has been recently
proposed in [103], where a numerical routine directly outputs the privacy amplification compression rate
of a system with multiple deviations from a standard model.

Advanced countermeasures

In addition to the countermeasures discussed such as PA, characterisation, symmetrisation and hardware
modifications, it is important to stress that there are already conceptual methods capable of closing the
vast majority of the QKD implementation issues. Examples are the teleportation gate [104], which can act
as a perfect filter-isolator pair, shielding a private location from the outside world and so-called “device-
independent” QKD [105-109], which can guarantee the security of communications between two isolated
locations irrespective of the actual, even faulty, implementation of the protocol. These solutions are not
widely adopted as they usually provide poor key rates, insufficient for modern-day applications.

In this respect, the recently introduced measurement device independent QKD (MDI-QKD) [39, 40]
represents an interesting compromise between conceptual security and practicality. In fact, several MDI-
QKD experiments have been performed already [110-118], with some of them showing the suitability of
MDI-QKD for quantum networks [115], long distance [116, 117] and high-rate [118] communications.

MDI-QKD allows the assumptions about the security of the measuring devices to be relaxed. For MDI-
QKD, neither end point is configured as an optical receiver, as in conventional send-and-measure QKD,
but rather both ends are optical transmitters. The two optical transmitters send light pulses to an
intermediate station, which couples and measures them. The users can distil a secret key from the
measurement results disclosed by the mid-station.

The MDI-QKD protocol is protected against a malicious attempt by someone compromising the mid-
station to gain information about the key. The legitimate users can always detect any attempt to alter the
correct operation of the mid-station, as this would manifest as a form of regular eavesdropping.

In MDI-QKD it is no longer necessary to take special measures to protect the detection system from
attack. Thus, the focus shifts to safeguarding the optical transmitters, which is easier conceptually than
protecting optical receivers. In the former case, the optical pulses are prepared locally by a trusted user,
whereas in the latter they are received from the outside, prepared by someone who is potentially
untrusted and possibly interested in breaking the security of the system.

When combined with the other solutions presented in previous sections, the advanced methods
discussed here make QKD implementation security a tractable problem, with large parts of it already
resolved by design.
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Role of ETSI and National Agencies

An important aspect of QKD implementation security is related to the standardisation process currently
ongoing for QKD. In this case the task is to define best practices to operate QKD systems so as to minimise
the risk of inadvertently opening a door for attacks. Furthermore, it is important to define and standardise
those countermeasures that have been recognised to be effective in guaranteeing the security of a QKD
setup.

The existence of a set of standards would reduce the risk that new systems are produced without
effective protection measures to address known implementation issues. It will also help to ensure designs
follow best practice to reduce the risk of systems being found vulnerable to newly identified
implementation issues. These standards could also be used by certification authorities, to assess the
security level of QKD products.

This process has already started, with ETSI establishing an Industry Specification Group for QKD. The
group brings together important actors from science, industry and commerce to address standardisation
issues in quantum cryptography and associated quantum technologies. A key role in this process is played
by National Metrology Institutes, which are impartial bodies capable of supporting the process of
characterising QKD components and assessing the security level of a QKD system by performing high-
precision measurements. Their contribution to standards will improve the available solutions and
promote the commercial availability of optical components for QKD that are specifically designed to
ensure security.

Finally, we mention that national certification and information security agencies are likely to play an
important role by overseeing a security certification process based on appropriate processes, e.g.,
certification by Common Criteria. This should provide an assessment of the adequacy of the QKD proof
provided, model assumptions and implementation of quantum products from a security perspective. The
ETSI ISG QKD will provide expert knowledge to help develop a suitable certification process.
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Conclusion

The extraordinary benefit offered by QKD is that it is secure against all future algorithmic and
computational advances. The security of its protocols does not rely on any assumptions about the
resources available to the adversary, which are impossible to test. However, it is important to test the
legitimate users’ devices. An appropriately designed implementation should limit the information
available through side channels. By determining an upper bound on the residual leaked information and
using privacy amplification, it is possible to derive secure keys. The challenge of implementation security
also exists for conventional cryptography and many of the digital end-point issues are common between
conventional and quantum cryptography. Modelling of the implementation in quantum cryptography
often enables deviations from an idealised model to be quantified.

Extensive theoretical and experimental work over the past 15 years has greatly improved our
understanding of the implementation security of QKD. Methods for closing the most readily exploitable
loopholes have been developed, such that attention has shifted to analysing the less significant ones. As a
result, the gap between the theoretical description and a practical implementation of QKD has been
reduced remarkably and a number of crucial “weaknesses” have been completely eliminated. These
achievements have demonstrated the potential to mitigate all significant vulnerabilities, thus making QKD
a robust solution to protect next-generation telecommunications.
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Acronyms and abbreviations

Qubit: quantum bit

QKD: quantum key distribution

CV-QKD: continuous variable QKD

PA: privacy amplification

MDI: measurement-device-independent
APD: avalanche photodiode

ISG: Industry Specification Group

CW: continuous wave

LO: local oscillator
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